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Privacy and Security Balance
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More Patient Participation
More Volume of Information
Better Quality of Care
Decreased Treatment Errors
Greater Information Integrity
Improved Patient/Provider
Relationships
Improved Trust

Patients
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California Privacy and Security Advisory
Board Scope

SCOPE

Privacy and security standards developed and
recommended to the Secretary of the California Health
and Human Services Agency shall apply to all health

data.

However, existing entities, systems, or patient records
will be grandfathered as best fits the particular situation
and issue solution being recommended.

The standards shall not apply to entities who do not
exchange health information electronically.




Privacy and Security Goals
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Security Work Group

e Access Control

Authentication and
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Session Controls
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Privacy Committee Consent Policy

No Consent — Patient records are accessible through HIE

Opt Out - Patient records are accessible through HIE unti
the patient indicates records are not to be exchanged via
HIE

Opt In with Restrictions — After Patient opts in, only the
records they indicate are accessible through HIE

Opt Out with Exceptions - Patient records are accessiblé
through HIE until the patient indicates records are not to
be exchanged via HIE, however s/he can stipulate specifi
records remain available

Opt In - Patient records are not accessible through HIE
until s/he opts in to have all their records accessible

through HIE




Consent Policy Implementation
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“Your medical records are safe with us.
We take patient privacy very seriously.”



Mental Health Scenario Opinion

MENTAL HEALTH Services Entrance Poll




Mental Health Scenario Opinion

MENTAL HEALTH Services 2015
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:(:::(:::HIT 11 Work Groups

« Two Work Groups are NEW for 2009

« Behavioral Health WG
— Memo Keswick
— Zebulon Taintor, MD
« Personal Health Records WG
— Ted Eytan, MD
— Lory Wood
« Network Work Group not refreshing at this time
— Michael Kappel
— John Blair, MD
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CCHIT Development Timeline

2008 2009
May June July Aug Sept Oct Nov Dec Jan Feb March April May June July

VWG Selection Complete
Face-to-face 2-day meeting: orientation to CCHIT; specific scope and guidance for WG

" Environmental Scan (prepared by staff) is provided to WG
1 Develop draft criteria
| Cross-group harmonization and face-to-face meetings
| Publish draft criteria; 30 day public comments
| Develop draft Test Scripts, refine criteria
q Alpha tests

v. Publish refined Criteria and Test Scripts; 30 day
public comments
22 Pi
RS Tes Publish Proposed Final

V' # Criteria and Test Scripts, 30
day public comments

. Publish Final
Materials
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EECCHIT Deeper Dive

« What do the Work Groups actually DO?
— Criteria Development
— Test Scripts
— Inspections
— Fitting those into a Timeline
— Public Comments
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2008 o = Category Category Description Criteria = £ | E |Discussion/Comments
Criterias | 2 2 2| & 2
E s ,u g' a
5 | 2 et [a Compliance Key
o | B S| B | & A p -
g e | 2| P= Pre»:lous Criteria
= s g M = Modified for Year
© E‘ N = New for Year
- 0 = Provisional
&

AM 08.23 |AM &AM |Manage clinical Create, correct, authenticate and The system shall provide the ability to identify and Once verified by a physician and
documents and  |close, as nesded, transcribed or maintain patient or patient proxy completed clinical shared with other parts of the chart,
notes directly entered clinical information. |information. the shared data does not need to be

N |identified as patient completed in all
sections where data may be shared,
but the criginal patient completed
information shall be maintained.

AM 08.24 |AM |AM |Manage clinical |Create, correct, authenticate and The system shall provide the ability to graph height
document=s and close, as needed, transcribed or and weight over time. P
notes directly entered clinical information.

AM 08,25 |AM |AM |lanage clinical Create, correct, authenticate and The system shall provide the ability to calculate and
documents and |ciose, as needed, transcribed or graph body mass index (BMI) over time. N
notes directly entered clinical information.
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CCHIT Criteria Development

* Milestones in the Development Process

— September 2008
« First Draft Criteria
— December 2008
« Second Draft Criteria
» First Draft Test Scripts
— March 2009

« Proposed Final Criteria
« Proposed Final Test Scripts

— May 2009

« Final Criteria
« Final Test Scripts
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CCHIT Test Scripts

Certification Commission

8 Certification of Ambulatory EHRs

June 13, 2008

( ‘ iealthcare Note: Items that are Provisional for 2008 are highlighted n yellow
mation ]
Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments
122 | Show howpeak Applicant will show, ether O Pass | QFal [ AM08.18  Tne system shal provide the soilty 1o cspturz otner | Far example, peak
e;qjiraté:dry ﬂo;.r rate; is onéthrjs t;amplzlaaiz on ot it A decsie s e‘xpiragtlary_ﬂm-u rate.
captured as discrete ancthertemplate. or size of lesions,
data. If the system through other method. how severity of pain. efc
does not capture peak | peak expiratory flow rate or
expiratory flow rate as | data elements can be
discrete data show captured as discrete data
another data element | Note that specifics are not
captured as discrete provided as to what the
data other clinical data
elements should be
123 | Review graphical Graphdisplays: shows O Pass [ OFall [&M082%8 Tne system sneil provide the sbity fogrspnneght | This may be
display of height and | height and weight over =nd weight over tms demanstrated in
welght since birth time either a single graph
that displays both
height and weight
aver time since birth
orin separate
graphs.
The Tollowing TWO steps apply to Child Health Certilications:
123 | Plot Joe's height and Growth chart displays with REresy | Db | SHAZNS. The syt il dupiy gl thads, Cewit
01 weight on a growth data values entered today aite (asgh, Snglh 5’_".9‘9’?;- Raay eurreranee
chart and cﬂsplay and from appendixA :;-i;i)a;szz indaxj should be graphad aganst
123 | Display graph of Joe's | Graph displays with head JPass | OFall [CHO0201  Tne systemsnail captura patentgrowtn
02 head circumference circumference data pacimeters: including waight, haghtar length
A hasd circumfarancs; snd vits! signs including
da:a from blrth to age blood pressurs, tempersture, Nean rate, raspirslony
3 rete, and seventy of pain es discreis slements of
siructurad dats
CH 0202 Thea system shsll display growth chars. Growth
dats (w=ight, Ength or height, head cicumfarence
snd body mess indsx) shouid be grephad sgsinst
norms! dsts
1.24 | Logout as Nurse Logout successful
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:C:::(:::HIT Test Script Development

* Primarily a staff activity

« WG members assist with creation of clinical scenarios that
describe a visit

« Criteria are mapped to the scenario

« Test Script is developed concurrently with WG activities and
reviewed by WG members
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:C:::(:::HIT Test Script Development

* Milestones in the Development Process

— September 2008
» First Draft Criteria
— December 2008
« Second Draft Criteria
« First Draft Test Scripts
— March 2009

» Proposed Final Criteria
« Proposed Final Test Scripts

— May 2009

« Final Criteria
* Final Test Scripts
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:(:::(:::HIT Inspections

« The endpoint for Criteria and Test Script Development is a
certification inspection

« CCHIT confirms that a Product meets 100% of criteria
using
— Observed Demonstration

« 3 Clinical Jurors or 1 Security Expert, depending on portion of
the test that is being conducted

— Self Attestation Review

« Verification of documentation requirements and elements that
cannot be effectively demonstrated
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ICCHIT Proctor
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CCH I'T Self Attestation

« Clinical and security functionality that may not be readily
demonstrated
« Applicant attests to product compliance in writing

— Written statement expressly stating that the product
complies with certification criteria tested through this method

— Supporting documentation as evidence of the product’s
compliance

« Clinical jurors no longer have to evaluate materials for the
clinical steps for 08 Certification.

* A security inspector will evaluate materials for the security
steps
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:(.:Z:C:S:HIT Public Comment Periods

« All work is vetted by the Public during three rounds of PC
* Round 1
— First Draft 2009 criteria
— Approx. dates: 29 Sep to 28 Oct
* Round 2
— Second Draft 2009 criteria and Roadmap
— First Draft Test Scripts
— Approx. dates: 22 Dec to 20 Jan
* Round 3
— Proposed Final Criteria and Test Scripts
— Approx. dates: 16 Marto 14 Apr
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Final Thoughts

Privacy and security standards developed and
recommended to the Secretary of Health and Human
Services from CCHIT will allow for certification of
vendors that support HIE AND privacy.

CCHIT has developed a Privacy Work Group currently
making the recommendation to all work groups.

State level standards are under development and
discussion with the Secretary of Health and Human
Services for California.

HIE will advance if there is a value proposition.
Patient Privacy Is a requirement, not just a value.




For further information

Please contact:

Lori L. Hack, MBA
CEO, Object Health, LLc
Lori.hack@objecthealth.com

Connecting Communities to improve health care
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