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CaliforniaCalifornia

38M  People
6.5M Medicaid
480   Hospitals
96 K Doctors
164K Sq. Miles
70%  Rural Land
58 Counties

Data: Rand 2007





TRUST

Providers Patients
More Patient Participation

More Volume of Information
Better Quality of Care

Decreased Treatment Errors
Greater Information Integrity
Improved Patient/Provider 

Relationships
Improved Trust 

Privacy and Security BalancePrivacy and Security Balance



California Privacy and Security California Privacy and Security 
Advisory BoardAdvisory Board

 



SCOPESCOPE
Privacy and security standards developed and 
recommended to the Secretary of the California Health 
and Human Services Agency shall apply to all health 
data.  
However, existing entities, systems, or patient records 
will be grandfathered as best fits the particular situation 
and issue solution being recommended.  
The standards shall not apply to entities who do not 
exchange health information electronically.

California Privacy and Security Advisory California Privacy and Security Advisory 
Board ScopeBoard Scope



Stakeholders CalRHIO
DMH

NSRHN

LBNH

Pilots Gold Standard

Implementation

Scope

Policy
Technology
Transparency
Trust
Law

Privacy and Security GoalsPrivacy and Security Goals



Access Control
Authentication and 
Authorization
Identity Management 
Session Controls
Data Assurance

Security Work GroupSecurity Work Group



5 consent Alternatives• No Consent – Patient records are accessible through HIE  
• Opt Out - Patient records are accessible through HIE until 

the patient indicates records are not to be exchanged via 
HIE 

• Opt In with Restrictions – After Patient opts in, only the 
records they indicate are accessible through HIE

• Opt Out with Exceptions - Patient records are accessible 
through HIE until the patient indicates records are not to 
be exchanged via HIE, however s/he can stipulate specific 
records remain available

• Opt In - Patient records are not accessible through HIE 
until s/he opts in to have all their records accessible 
through HIE

Privacy Committee Consent PolicyPrivacy Committee Consent Policy



Consent Policy ImplementationConsent Policy Implementation



Mental Health Scenario Opinion

MENTAL HEALTH Services Entrance Poll
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MENTAL HEALTH Services 2015
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CCHIT Update 2008/2009

























Privacy and security standards developed and 
recommended to the Secretary of Health and Human 
Services from CCHIT will allow for certification of 
vendors that support HIE AND privacy.
CCHIT has developed a Privacy Work Group currently 
making the recommendation to all work groups.
State level standards are under development and 
discussion with the Secretary of Health and Human 
Services for California.
HIE will advance if there is a value proposition.
Patient Privacy is a requirement, not just a value.

Final ThoughtsFinal Thoughts
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For further information 

Please contact:

Lori L. Hack, MBA
CEO, Object Health, LLC

Lori.hack@objecthealth.com

Connecting Communities to improve health care

mailto:Lori.hack@objecthealth.com
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