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January 31, 2608

Stephen W. Mayberg, Ph.D., Director
California Department of Mental Health
1600 Ninth Street, Room 157
Sacramento, CA 95814

Dear Dr. Mayberg:
Final Report: California Departiment of Menta! Health—Internal Control Review

The Department of Finance, Office of State Audits and Evaluations (Finance), has compisted its
internal conirol review of the California Department of Mental Health (DMH). This report will
satisfy the DMH's Financial integrity and State Management Accountability Act provisions per
Government Code Section 13400 ef seq.

The findings in our report are intended io assist DMH management in focusing atiention on
areas of risk, strengthening internal control, and improving operations. The DMH's response o
our issuss is incorporated into this final report. In accordance with Finance’s policy of increased
transparency, this report will be placed on our website.

FISMA requires you to submit copies of this report {o the State Legisiature, the State Auditor,
the Governor, the Direcior of the Department of Finance {Director}, and the State Library. The
report, along with yvour response to the repori's recommendations, shouid be signed by the
DMH Director and submitted to your agency secretary. FISMA aisc requires you to provide an
updated corrective action plan every six months uniil ali corrections are completed. Mail the
Director's copy and vour corrective aclion plans fo:

Department of Finance
Office of State Audits and Evaluations
300 Capitol Mall, Suite 801

Sacramenio, CA 95814
We appreciate the assistance and cooperation of the DMBH. If you have any questions
regarding this report, please contact Frances Parmelee, Manager, or Rick Cervantes,
Supervisor, at (916) 322-2885.
Sincerely,
Original signed by:

David Boteiho, CPA
Chief, Office of State Audits and Evaluations

Enclosure

cc: On following page



ce: Mr. Jos Munso, Depuly Secretary, California Health and Human Services Agency

Mr. Jim Alves, Assistant Secretary, California Health and Human Services Agency

Ms. Elaing Bush, Chief Deputy Director, California Department of Mental Healt

Mr. Sean Tracy, Special Projects Manager, Director's Office, California Depariment
of Mental Health

Mr. Stan Bajorin, Depuly Director of Adminisiration and Fiscal Services, California
Depariment of Menial Hezlth

Ms. Denise Blair, Chief Information Cfficer, California Department of Mantal Health

Ms. Cynthia Radavsky, Deputy Director, Long Term Care Services, California Depariment
of Menial Health

Mr. Mark Heilman, Acting Deputy Director, Systems of Care, California Depariment of
Mental Mealth

Mr. Roliin lves, Deputy Director, Program Compliance, California Department of
Mental Health

Mr. Jon DeMorales, Execulive Direcior, Alascadero Stale Hospital, Catlifornia Department
of Mental Health

Mr. Tom Voss, Executive Direclor, Coalinga Slate Hospital, California Department of
Mental Health

Ms. Sharon Smith-Nevins, Executive Director, Matropolitan State Hospital, California
Department of Mental Health

Mr. Bd Foulk, Executive Diracior, Napa Siate Hospital, California Department of Menial
Heallh

Mr. Octavio Luna, Executive Direclor, Patton Siate Hospital, California Department of
Mental Health

fAr. Victor Brewer, Execulive Director, Salinas Valley and Vacaville Psychiatric Care
Frograms, California Depariment of Mental Healih
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XECUTIVE

The Department of Finance, Cffice of State Audits and Evaluations {Finance), was requested o
review and determine the adequacy of the California Department of Mental Healih's {DMH)
design and operation of internai accounting and administrative controis. This report meets
DMHM's requirement to comply with the reporting provisions of the Financial integrity and State
Manager's Accountability Act of 1983, Government Code Section 13400, et. seq.

Cur review includes ODMM headguarters as well as the five state hospitals and two acute
psychialric programs {hospitals) administered by DMH. Finance identified areas where controls
are not in place or working as intended. Overall, we determinad the conirols to be weak.

HEADQUARTERS ISSUES
Fiscal Integrity At Risk

Our review identified weak budgetary controls, lack of communication and coordination, and
weak fiscal oversight among uniis.

The following budgstary controls are lacking or weak: organizational and programmatic
budgets; a cost allocation plan; a review and approval process of the hospitals’ budgets: written
procedures over the hospitals’ budget development process; and hospital operating expense
and squipment budget projections and allocations.

Communication and coordination among adminisirative, program, and hospital units need
improvement. For example, standardized policies and procedures for the hospitals’
administrative and fiscal operations have not been issued, hampering the hospitals’ ability to
operate fficiently and comply with state and DMHE management directives.

Due to weak fiscal oversight, DMH has not effectively or timely prevenied or detected budgeting
and accounting errors which have resulted in iost opportunities to fund critical needs.

To ensure a high degree of fiscal integrity, DMH needs to instituie organizational and
programmatic budgets, proper accounting structures and allocation methods, document and
communicate fiscal processes and conirol activities, and moniior mechanisms at all levels within
the depariment.




Inadeguate Cash Flow Management

Significant control weaknesses in the accounis receivable function negatively impact cash flow
and DMH's ability o mest its obligations as they become due. Conirol deficiencies include:

fack of knowledgesble staff; lack of policies and procedures for billing, collecting, and writing-off
receivables; inadequate cost recovery techniques; lack of review and reconciliations; and lack of
collection efforts. At June 30, 2007, receivable balances totaling $156.7 million remained
outstanding for over 120 days. DMH should provide proper training to staff, and develop
policies and procedures to ensure timely billing, coliacting, and writing-off of receivables.

Oither Headguarfers issues

The Information Security Officer (1ISO) does not report directly to the DMH Director. The lack of
direct access prevents the 1SO from discharging its authority, and fulfilling its responsibilities
effectively. Specifically, the 1SO has not certified the information Technology (IT) Risk
Management Plan, designed an adequate Operational Recovery Plan, classified sensilive data,
and adequately controlled computer access and programming rights. To ensure the
effectivenass of the 130, DMH should revise the reporting structure of the 1ISO fo provide direct
access to the DMH Director,

System development and IT project management procedures are outdated. DMH's IT project
management does not meet the state minimum requirements for planning, tracking, risk
management, and communication. DMH should develop and communicate IT policies and
procedures, and adhere to the minimum requirements to ensure successiul projects.

HOSPITAL ISSUES

Inadequate Personnel Practices

b ot

Personnel practices &t the hospitals do not provide assurance that attendance records are
correct and accurate, and that payroll is proper, especially regarding overtime. Hospiials are
highly susceptible to payroll fraud and abuse. DMH should institute adequate fimekeeping
procedures, including overtime pre-approvals and random audits.

Acoguisition Controis Meed Improvement

Contract exgcutions are not timely, coniract language provisions are vague, and siale
contracting procedures are circumvented. DMH needs to sirengthen acquisition controls io
ensure the legality of acquisitions and that the best interest of DMH is served.

Ineffective Accounting and Oversight of Accounis Receivable

Accounts receivable are not correctly recorded, costs are not always recovered, bilings are late,
and collection efforts are weak. As of June 30, 2007, receivables totaling $763,874 may be
uncollectible. DMH should strengthen accounting and oversight of accounts receivable o
ensure the timely collection of amounts due.




Other Hospital Issues

Other control weaknesses identified at the hospitals include: inadequaie safeguarding of assets,
incomplete or cutdated employee housing rental agreements, weak controis over accounting
and trust, and financial statement preparation need improvement.

Finance met with DMH management and staff {o discuss opportunities for enhancements to
activities designed to achieve DMH's mission and goals. This repert is intended to assist DMH
management in focusing attention on strengthening internal controls, preventing and mitigating
risks, and improving operations. To strength controls, DMH shouid develop a plan to address
the observations and recommendations noted in this report.
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Background

The California Department of Mental Health (DMH) leads the state's mentai health system,
ensuring the availability and accessibility of effective, efficient, and culturally competent mental
health services. To administer its programs, DMH has oversight of a 35 billion budget. DMH
has experienced tremendous growth in both its Community Services (CS) and Long-Term Care
Services programs (LTCS). This growth has been driven primarily by new laws, regulations,
and reguiatory agency reviews, and has proved o be a chailenge to the administrative
infrastructure, directly impacting DMH's ability to efficiently manage its programs. inrecent
vears, the programs have experienced deficiencies and have become the sublect of mudtiple
reviews by both siate and other regulatory agencies.

Community Services Program

The CS program coordinates delivery of mental health treatment and support services. |t
zlso sets overall policy for the delivery of mental health services statewide; develops and
oversees periormance confracts with county mental health departmenis; monitcrs
compliance with state and federal statuies; and administers various state-funded
programs and projects. Funding assists counties in providing a broad array of mental
health treatment and rehabilifative services in a local setiing that promotes recovery and
integration into the community for patients with mental iliness and children and youth
with serious emotional disturbance. The CS program has experienced growth due {o the
Early and Periodic Screening Diagnosis and Treatment program and the Proposition 63
Mental Heaith initiative.

Long-Term Care Services Program

The LTCS program administers the California siate hospital system which includes five state
hospitals (state hospitals) and two acute psychiatric programs. For purposes of this report, the
ferm hospitals is used when referring 1o the five state hospitals and two acuie psychiatric
programs. The acronyms below are used when referring to each individuai entity:

Atascaderc State Hospital (ASH)

Coalinga State Hospital (CSH)

Metropolitan Siate Hospital (MSH)

Napa State Hospital {NSH)

Patton Siate Hospital (PSH)

Salinas Valley Psychiatric Program at Salinas Valley State Prison (SVPP)
California Medical Facility in Vacavilie (VPP)
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Forensic patients are generally committed by the courts to hospitals under cne of four
categories: incompetent to stand trial, mentally disordered offender, not guilty by reason of
insanity, and sexually vicleni predator (SVP). Some patients of the California Department of
Corrections and Rehabilitation {CDCR) receive care on the prison grounds while others are
transferred {c the state hospitals for mental health freatment. Counties also contract with the
state hospitals to purchase beds for adults and children commitied for menial health treatment
under the Lanterman-Petris-Short Act (LPS).

About 80 percent of cccupied beds are for forensic patients and 10 percent are purchased by
the counties for patients committed under the LPS. The cost of care for forensic patients is
supported by the state’s General Fund. The LTCS program faces major challenges including
the Civil Rights institutionalized Person’s Act Consent Order, the Propaosition 83 initiative
{Jessica’s law), and two lawsuits—Ralph Coleman, et al., vs. Arnold Schwarzenegger ef ai., and
Marciano Plata et al., vs. Arnold Schwarzenegger, ef al —which ordered salary increases for
CDCR staff triggering a mass exodus of DMH staff.

Objectives and Scope

The Legislature enacted the Financial Integrity and State Manager’'s Accountability Act of 1983
(FISMA}, Government Code Section 13400, et. seq. which charged each state agency with the
respongibility of maintaining effective systems of internal accounting and administrative program
control as an integral part of its management practices. The Legislature also mandated thatl the
systems of internal accounting and adminisirative program control be evaluated on an ongoing
basis.

To assist DMH in complying with the reporting provisions of FISMA, the Depariment of Finance,
Office of State Audits and Evaluations (Finance), performed this internal control review at
headguarters, the five hospitals, and the twe acute psychiatric programs. Our objectives wers
to determine whethar:

= Assets are safeguarded from unauthorized use or disposition.

s Financial ransactions are executed in accordance with management's
suthorizations and recorded properly to permit the preparation of reliabie financial
siaiements.

s Financial operations are conducted in accordance with State Administrative Manual
guidelines.

e Information technology security and risk management confrols are functioning as
prescribed.

This review did not include an assessment of the efficiency or effectiveness of DMM's program
operations, or the accomplishment of program goals and cbjectives. In addition, this review did
not include an assaessment of the efficiency or effectivenass of information technology project
management as this responsibility lies with DMH; the Health and Human Services Agency, and
the Department of Finance, Office of Technology Review, Oversight, and Security.




Methodology

An understanding of DMH's environment, inciuding mission-critical program objectives and
business functions, was gained and was foliowed by a risk assessment io discover where the
greatest vulnerabilities lie. Our risk assessment included a review of indusiry-specific risk
factors; prior audit findings reported by Finance, the Bureau of State Audiis, and the Department
of Generat Services; court orders; interviews with executive and key staff; and identification of
accounting and administrative controls critical to DMH's mission. Based on that information, our
strategy was to (1) identify any mitigating controls or lack thereof, (Z) evaluate whether
mitigating controls are functioning as intended, and {3} identify and recommend controls that
need to be in place io mitigate risks.

In order to document current fiscal processes, we observed operaticns, reviewed policies and
procedures, and conducted interviews with DMH headquarters and hospital staff, including
managemeni and consuitanis. To test conirols, we inspected, on a sample basis, accounting
and personnel records, and contract files. Organization charts, laws, reguiations, and internal
policies and procedures were also reviewed.

During the course of our review, we identified best practices at the hospitals (Appendix 1)
However, this compilation of best practices was not tesied or evaluated and is provided for
informational purposes only. Additional analysis is required to validate the effectiveneass and
efficiency of these practices.

Our recommendations were developed based on the State Administrative Manual, State
Contracting Manual, State Information Management Manual, best business praclices, and
DMH's policies and directives. For reference, criteria usad to develop our issues are cited in
Appendix {. This review was conductad during the period July 2007 through December 2007,




ADQUARTER ISSUES

During cur review, we identified the following conirol deficiencies that could hinder the California
Department of Mental Health’s (DMH) ability to operate an effective internal control system.

Issue 1: Fiscal Integrity At Risk

The expansion of menial health programs has increased the complexity of DMH's accounting
and administrative functions. Our review identified weak budgetary control and lack of
communication, coordination, and oversight among units.

Weal Budgetary Controf

YWeak budgetary control hampers reliable financial reporting and operational efficiency. Without
accurate and timely financial data, management is prevented from adeguately prioritizing needs
and making the best use of available rescurces. DMH is also at risk of incurring deficiencies.

A clear symptom of weak budgstary control is the numerous adjustments and revisions made
during the year-end process due io inadvertent omission of expenditures. Adjustments inciuded
transfers between funds and appropriation schedule items. Had proper fiscal planning taken
piace, errors could have been avoided and available funds could have been put to good use.
The following deficienciss were noted:

s Organizational and programmatic budgets are not developed. Without this level of
detail, DMH is prevenisd from adequately prioritizing activities, promoting responsibt
resource allocation, and establishing fiscal accountabiiity.

« An indirect cost allocation plan has not been prepared and the disiribution of
administrative costs to programs appears {0 be inequitable. For example, the Long
Term Care Services (LTCS) program is allocated an excessive share of administrative
cosis in relation 1o the Community Services (CS) program. For fiscal year 2006-07, ihe
distribution of administrative costs for the LTCS and CS programs was 46 percent and
54 percent, respectively. Based on the Budget Act 2006-07, the proportion of the
support appropriation and authorized positions for the two programs indicates a
20 percent and 80 percent allocation to the LTCS and CS programs, respeciively.
Inequitable distribution of administrative costs impacts program operational efficiency.

e The Budget Cffice does not review or approve the hospitals’ distribution of budget
alfocations or DMH's Strategic Capital Cutlay Plan.

¢ Written procedures do not exist over the LTCS program’s budget development process.
This includes policies and procedures for developing hospital patient popuilation
projections, the sexually violent predator {SVP) evaluations’ estimates, and disiribution
of budget allocations 1o hospiials.




e The documentation of the hospital population estimate methodology excludes level of
care staffing ratios and other factors. Although the methodology is documented, it is not
sufficient.

e The hospilals’ operating expense and equipment (OE&E) budget projections could be
improved. The current projection is based on a three-year regression of historical
expenditures and ignores user service level utilization factors that include level of care,
outpatient care costs, and patient treatmenis, such as dialysis and pharmaceutical costs.
For equipment, projections do not take into consideration actual recurring maintenance
rnaeeds.

= The hospilals’ special repairs budget has not changed over a decade and the allocation
methodology is ingdeguale. The four older hospitais receive the same allocation amount
{approximately $450,000 per vear) regardless of actual repair needs and the newaest
hospital, Coalinga State Hospital, does not receive an allocation for special repairs. As a
result, the hospitals’ accumulated deferred mainienance needs arse estimated at
$17 million. Adequate maintenance funding, planning, and monitoring are necessary to
reduce expensive emergency repairs.

» The methodology to allocate and distribute OE&E funds to hospitals needs
improvement. Under the current allocation method, avallable OE&E funds (net of funds
set aside for headquarters and hospital projects) are allocaled to hospitals using an
average patient cost raie multiplied by actual hospital population. While this method
ray work for variable costs such as level of care personnel services, it ignores fixed
costs such as administrative overhead and other direct costs not driven by population,
Under the current aflocation method, hospitals with underutilized beds and high fixed
costs, such as Metro Stale Hospital, may be inadequately funded. Also, hospiials with a
farge number of patients requiring expensive reatment may also be under funded. As
iiustrated by the iable below, the level of patient care cosis, such as oulpatient care and
pharmaceutical cosis, are significant cost drivers that do not directly correlate with
patient poputation.

Comparison of Cost Drivers for 20086-07

Cost Drivers ASH CSH MSH NSH PSH Totai'

Quipatient Care $12,151,818 §7.578.900 $1.077.211 §4.861.809 $12,403573 3F38.473411
% of fotal 3% 1% 3% 13% 2% 100%

Pharmaceuticals  $11.545,926 $2.461.067 §6,144.454 $9308,553 $12472.802 §42.022.802

%% of toial 27% 8% 15% 22% 3% 100%

Patient Fopulation

as of 6/30/07 1.208 833 547 1,195 1.500 5,183

% of folal 23% 12% 12% 23% 25% 100%

Source: Provided by the DMH Accounting Office. The acute psychiatric care programs are not included in
the above table because those costs are funded by CDCR.

" immaterial mathematical errors exist due to rounding.




fack of Communication and Coordination

Integrat components of internal control are information and communication. Information must
be identified, captured, and communicated in a form and time frame that enable emplioyess fo
carry ouf their responsibilities. Based on the conditions below, the DMH needs to improve
communication and coordination efforts.

Policies and procedures for hospitals are not standardized. Headquarters does not
issue standardized policies and procedurss for hospital administrative and fiscal
operations. As a result, each hospital deveioped its own or does not have documented
procedures. Standardized procedures improve efficiency, training, compliance, and
oversight of hospital operations.

Gulidance on proper accounting of patient type expendiiures has not been provided o
nospitais. As a resull, actuai patient type costs are not refiecied in the hospital
accounting records. instead, cosis are allocated among program elements based on the
prior quarter's pafient population. For example, ouipatient care, pharmaceutical costs,
and other costs incurred by critically ill patients are distributed equally amongst all
patients. The aciual costs to freat forensic or civil palients may be different than the
costs reflected in the accounting records. Without actual costs, DMH is unable 1o
adequately identify cost drivers and conirol costs, resuiting in ineffective negotiation and
recovery of patient costs. Further, this practice prevents the preparation of accurate

budgets and justification of additional resources.

A method to track and account for cosis related o the Civil Righis institutionslized
Person’s Act (CRIPA} was not planned or developed, hampering the hospitals’ ability to
adequately account for, conirol, and monitor expenditures. In an effort to exhaust the
CRIPA funding, the Budget Cffice provided direction but not until year end.

Criteria and guidance on special repairs have not been developed or disseminated o
hospital staff. Without such guidance, hospitals may not adequately prioritize repair
projects.

Weak Fiscal Oversight

Assessing the quality of the internal control system's performance over time is necessary and
can be accomplished through ongoing monitoring aclivilies, separate evaluations, or a
sombination of the two. The following errors were not timely identified or correcied dus to weak

fiscal oversight:

&

Medicare Part D expenditures fotaling $312,355 were incorrectly charged to the 2008
enaciment vear appropriation instead of the approved funding source, a 2005
re-appropriation. At year-end, the Accounting Office accrued the whole re-appropriation
amount of $330,000, resulting in double counting and incorrect reporting. Consequently,
DMH lost the opporiunity to use these funds for other needs.

The Mental Health Services Oversight and Accountability Commission exceeded iis
budgeted contract authority for 2006-07. The approved budgst for professional services




was $357,000; however, the expenditures and encumbrances totaled $511,925 as of
June 30, 2007.

Licensing and certification activities totaling $357,000 were incorrectly charged to the
General Fund insiead of the Licensing and Certlification Fund. Aiso, labor costs charged
o the Mental Heaith Services Act (MHSA) program appear ic be excassive. Four
employees charged 100 percent of their time to the MHSA program for the period
January 2007 to June 2007. Three of those employees only worked on the MHSA
program part time and the fourth empioyee did not work on it at ali.

The hospitals iypically incur deficiencies in program elements 20.10 {Lanterman-Petris-
Short) and 20.30 (California Department of Corections and Rehabilitation). The cost
overruns are covered by transferring expenditures {o those program elements with
remaining funds at year-end, which typically are from program elements 20.20 (Penal
Code and Judicially Committed) and 20.40 (Other Long Term Community Services).

Recommendations

To ensure a high degree of fiscal integrity, exercise the Budget Office’s fiscal policy and
approval authority over all fiscal matiers. Develop and communicate policies and procedures to
fiscal and program units. Oversight of expendiiures can be strengthened by ensuring proper
accouniing structures and allocation methods are established af the appropriate leveis.
Specifically:

&

Develop aorganizaticnal and programmatic budgets and an indirect cost allocation plan.

improve and document the hospitals’ budget projections and allocation methodologies
by including appropriate cost drivers such level of care, actual maintenance, and fixed
costs.

Ensure mainienance funding is adequale, develop criteria and methodologies o
prioritize funding for hospitals, and perform onsite reviews of major special repair
projects.

Develop standardized policies and procedures for hospital fiscal and adminisirative
operations tc ensure consistency. Non-adherence io policies should only be granied on
an excepfion basis.

Determine accurate patient bed cosis to ensure appropriate reimbursements from the
counties and CDCR,

Require Budget Office approval for all budget documents and institute fiscal moniioring
practices 1o ensure expenditures are appropriately charged ic the correct funding
source.

Monitor hospital expenditures at the program element level and determine if 2 budget
revision is necessary.
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Issue 2: inadeguate Cash Flow Management

Significant control weaknesses exist in the accounts receivable function. Inadequate conirols
over accounts receivable have a negative impact on cash flow and DMH’s ability to mest iis
obligations as they become due.

Lack of Knowledgeable Staff

Accounting siaff responsible for billing do not possess adequate knowledge of federal cost
accounting principies and federal program requirements to ensure the accuracy of invoices.
This lack of knowledge and fraining preciudes staff from knowing what information is needed o
perform their dutiss. Many accounting staf did not even have complete copigs of contracts.

Ineffactive Cash Management Methods

There is & lack of policies and procedures for billing, collecting, and writing-off receivables. A
policy directive for Short Dovie/Medi-Cal (SD/MC) administrative expenses has not been
updated since 1985,

SD/MC and Pre-Admission Screening and Resident Review (PASRR) administrative costs Tor
July 2006 through December 2006 were not billed untit March 2007, creating significant cash
flow probiems for DMH. Also, DMH has interagency agreements with the Department of
Developmental Services, Department of Rehabilitation, and CDCR but does not bill imely.
Some costs under these agreements were only billed once or twice a year even though the
contracts allowed for monthly invoicing.

The Accounting Office does not review or follow up on aged receivable balances. At

June 30, 2007, receivable balances fotaling $156.7 million remained outstanding for over

120 days. Because of iate billing and poor collection efforts, reconciliation of amounts paid and
billed for Federal Pariicipation Program funds have not been compieted.

The review process over billings is inadequate. Data for invoices, including SD/MC and PASRR
administrative costs, is exiractad from CALSTARS, and then converted to an Access database
whers it s aggregated for invoice purposes. However, the Access ouiput is not reconciled 1o
source data to ensure the accuracy and completeness of the invoices.

Lack of Adherence to Cost Recovery Principles

Labor costs billed are not based on actual lime reported. Although DMH has instituted
timeshest reporting practices, that data is not transferred tc CALSTARS for billing purposes.
Therefore, the CALSTARS labor costs billed may not be supported or correct.

Allowabie federal costs are not fully recovered. The indirect rate billed to federal programs and
grants is 48 percent and not the 48.8 percent approved rate. For 2006-07, unrecovered costs
totaled $56,673.

Treatment Authorization Appeal Review fees may nof be adequate o recover DMi’s cosis.
These fees were last revised June 2003 but the Welfare and Institutions Code reguires the fees
to be calculated and adjusted annualiy.

11



Recommendations

To improve DMH's cash flow management

&

Ensure accounting staff have the necessary information to perform their duties
effectively and efficiently. Provide fraining on federal cost accounting principles and
programs (e.q., the Office of Management and Budgset Circular A-87 and Social Security
Act program requirements ).

Develop policies and procedures for timely billing, collecting, and writing-off receivables
and ensure all costs billed are proper and supporied.

Reconcile billing amounis fo source dats.

Use the approved indirect biliing rate and adjust the Treatment Authorization Appeal
Review fees annually to ensure acherence to full cost recovery principles.

Issue 3: Reporting Structure of the Information Security Officer is Ineffectiva

The Information Security Officer (IS0} does not report directly to the Direcior which prevents the
1SO Office from execuling its responsibilities in an effective and independent manner. The
current ISO is a Stalf Systems Analyst reporting o a Staff Services Manager [i. In this reporting
structure, the ISC cannot be effective due to the lack of authority for the responsibilities that
must be performed. In addition, the ISO may have difficuities enforcing compliance and fairly
representing management in confidential investigations involving employees and unions. Lack
of Director accessibility has resulfed in noncompliance with numerous Siate Adminisirative
Manual (SAM) and Statewide Information Management Manual (SiIMM) requirements:

&

The information technology {(IT} Risk Management Plan was not updated or certified to
Department of Finance, Office of Technology Review, Oversight, and Security (OTROS)
this year.

Data has not been formaily classified. DMH handles personal, fiscal, and [T data that are
often considered confidential or sensitive. DMH's Policy Manual does not state when
and what data is confidential versus public. Agencies are required o classify data
elements as public, confidential, sensitive, and personal fo provide protection from
unauthorized use, access, disclosure, modification, loss, or deletion.

The Operational Recovery Plan designated recovery site, Napa State Hospital (NSH), is
inadequate to handle a successful recovery of headguariers operations. NSH lacks the
space and air conditioning necessary 1o house, operate, and keep servers and computer
equipment at the proper temgerature.

Access and programming rights o systems, applications, and files are not adequately
controlled. Below are some examples:

o Consultant access righis are not restricied to only those files required to perform
their tasks, and access is not modified or removed upon project completion. For
exampieg, IT consuitants have access to DMH’s intranet and project file
directories, where confidential documents such as Special Project Reports and
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Feasibility Study Reports reside. Such documents include plans on future
contracting opportunities. This accass provides consulianis an unfair advantage

gver their competitors.

o Database administrators have programming access o the systems they control
and maintain. This lack of separation of duties may allow improper and
unauthorized changes to be made to computer programs or data.

o Access to CALSTARS functions is not adequatiely restricted {0 empioyees
requiring it in the performance of their duties. As of August 8, 2007, the
CALSTARS Sacurity File listed access for 14 former accounting employses who
shouid have been removed. Also, input access was not resiricted to only those
employees requiring i o perform their job duties.

Recommendations

To emphasize the imporiance of the ISO's role, revise the reporiing structure of the 1ISO to
provide Director accessibility and consider modifying the position to have a "confidential”
designation. In addition:

+ Institute an T Risk Management Plan and update it on a regular basis.
= Complete and submit all reporis in accordance with the SAM and SIMM requirements.

» Locate an adeqguate recovery site for headquarters or properly equip NSH fo ensure
successful recovery cperations.

» Classify data io protect against unauthorized access.

s Restrict consultant access o files necessary for contracted tasks and prompily modify or
remove access upen completion of the contract.

= Modify database adminisirators’ programming rights o ensure adequate separation of
duties.

« FRemovs separated employees from the CALSTARS Security rile and modify employee
access o ensure fiscal data integrity.

lssue 4: Proiect Management Practices Do Not Meet Minimum Requirements

System development and {T project management procedures are outdated. In response {o our
review, the IT Unit prepared new guidance on system development. However, the new
guidelines were not communicaied or disseminated to empioyees.

DMH's IT project management does not meet the SIMM’s minimum requirements for planning,
fracking, risk management, and communication. Without adequaie project management
practices, the DMHM is at risk that projects will neither be completed timely and within budgst, nor
accomplish the project objectives. Further, fallure to meet minimum reguirements will require
OTROS approval before expending funds on IT projects. FProject management requiremenis
not met include;
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&

Development and maintenance of project cost estimates for all projects. DMH only
applies this practice to IT projects reporiable to CTROS,

Recording of actual costs by cost category and comparing actual costs to budgsted
amounis.

Tracking is limited to scheduling and iracking tasks for each employee.

Regular status reporting to key stakeholders, including budgets and miiestones.

Recommendations

Develop and document policies and procedures for IT functions. institule minimum project
managemaent praciices to support successful projects.

issue & Inadeguate Contract Development and Monitoring

Contract controls are not in place or working as intended to ensure that DMH's best interests
are served. Without adequale coniracting controls, the propriety and legality of confracts cannot
be assured, and timely delivery of quality goods and services may be compromised.

Specifically:

[

Policies and procedures for contract splitting and monitoring do not exist. Alsc, a policy
prohibiting disclosure of confidential coniract information is not in place. Such controls
are necessary to prevent conflict of interest and unfair advantages over coniraciing
opporiunities. There is also a iack of procedures over the hiring of SVP evaluators and
how their caseloads are assigned.

Ranking of proposals is not independent. The same siaff initiating the contract request
is aiso responsible for evaiuating, ranking, and uifimately selecting the proposal.
Further, the same staff monitors the contract and authorizes invoices for payment. For
[T consulting contracts, the project manager requesting the contract selects the
consultant, monitors performance, and indirectly approves payment by certifying the
consuliant’s timeshest records.

Contract budget language for non-profit organizations lacks adequate datails for
personnet costs. The contract budgets do not include vendor positionsftitles, and the
maximum billable rates and hours. Detailed budgets for personnel costs are necessary
t0 reduce inappropriate billings.

Contract monitoring provisions are weak. Coniract language lacks adeguate detialls,
such as a schedule of tasks, deliverables, progress repoeris, and corresponding
deadiines. As a result, the contract managers do not always have status reporis or
docurmentation supporting operating costs. For the status reporis submitied by IT
consuliants, siatus reports did not contain sufficient detail regarding the work performed.

Training contracts do not include provisions for reporting and disposition of training fee
revenus,
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Recommendations

-3

Develop contract monitoring best practices to ensure coniract managers exercise due
diligence when reviewing and approving status reports and claimed costs.

Ensure critical policies and procedurss are documented, revised periodically, and are
communicated {0 employees fimely.

Form evaluation panels {o ensure the ohjectivily of bid ranking.

Develop standardized contract provisions to include personnel service costs, contract
budgets, positions/itles, maximum hourly rates, fringe banefits, overhead, and hours.

Ensure ali contract language includes details, such as a schedule of iasks, deliverables,
progress reports, and corresponding deadlines.

Document provisions Tor reporting and disposition of training confract revenue.

issue §: Inadequate Safeguarding of Assets

Controls are not in place to ensure adequate safeguarding of assets. Numerous conditions
exist that increase the risk of errors, irreqularities, and mailerial misstatements. Some examples
include:

A system of authorization is not documented. A record of staff authorized to approve
internal documenis is non-existent in numerous areas—budgets, contract requisition and
approval, purchasing, and payment authorization.

Inadeguaie separation of duties exists. Refer to Appendix 1 for details.
The Director’s signature plate is not removed from the check signing machine after

checks are signed. Employees with access {o the accounting area can steal the
sighature plate and issue fraudulent checks.

Our review also determined DMH does not adequately review disbursements. The following
control weaknesses were noied:

&

&

@

@

Paolicies and procedures for reviews, approvals, and reconciliations are not documented.

Encumbrance, disbursement, and adjusiment postings to the general ledger are not
reviewed for accuracy and propriety.

The bank, State Controlier's Office {SCC), and Revolving Fund reconciliations do not
have evidence of independent review.

American Express credit card paymenis are made prior {o verification and approval from
program staff. As a result, DMH incurred $7,154 in fraudulent charges in

December 2006 and January 2007. DMH failed to report the fraud o the Bureau of
State Audits (BSA) and Department of Finance.
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The costs claimed for SVP patients placed in the community by a third party vendor are
not maiched against the patient's approved plan of expenditures prior to payment.

Accountability over property, including capitalized and non-capitalized items, is weak. Adeguaie
cortrols are not in place to ensure effective asset ideniification, inventory, and safeguarding.
Therefore, misappropriation of assels can occur and remain undetected given the foliowing
circumsiances:

=

@

®

Paolicies and procedures for acquisitions and dispositions have not been developed.

DMH facks & ceniralized property inventory register. Various property listings
maintained by the Business Services and IT units lacked information for several
iterns-property identification tag numbers, serial numbers, and cost information. The
lack of adequate property subsidiary records prevents DM from periodically reconciling
its general fixed assats account balances and ensuring the accuracy of the records.

A physical inventory of property has not been conducted in the past three years. The
latest inventory was completed in approximately 1986,

Recommendations

implement the Tollowing (¢ achieve adequate safeguarding of assels:

&

Maintain a documented system of authorization and reassign incompatible dulies fo
achieve the required separation.

Ensure the signature plate is removed from the check signing machine after checks are
signed and safeguarded.

Deveiop and communicate policies and proceduras for critical processes.
Review all postings to the general ledgsr.
Raquire the preparer and reviewer to sign and date reconciliations.

Compare credit card charges to appropriate approvals and supporting documentation
before paymenis are made. Report fraud to BSA and Department of Finance.

Compare the SVP claimed costs o the patient approved plan of expenditures prior to
payment,

repare accurate and complete property registers and include the required details for
gach item including the property identification tag number, serial number, and cost
information.

Reconcile the property register with the general ledger quarterly.

Conduct a physical inventory of all property and reconcile the resulis with the property
register and general ledger.
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lssue 7: Financial Statemeni Preparation Needs Improvement

YWeak budgetary and fiscal controls not correcied could result in unreliable financial statemenis.
Report disclosures are inadequate, resulting in improper certified year-end statements and
misstatements. Report No.18, Siatement of General Fixed Assets, states that physical
inventories are conducted every three years and subsidiary fixed asset records arg in
agreement with the general ledger control accounts. Neither of these fooinotes is correct. Also,
Report No. 22, Statement of Contingent Liabilities, does not disclose 21 pending cases against
DMH that represent a potential fiscal liability of nearly $33 million.

in addition, the yvear-end reporting process neither ensuras the reliability of financial statements
nor promoies responsibie resource allocation. Exampies inciude:

¢ Accounis Payable accrual transactions are nol reviewed and approved.

s The Accounting Gffice accrued remaining appropriation balances at year-end based on
expendifure projections in early May. Such timing is inappropriate for the development
of accurate year-end accrual estimates. Besi praciices are to deveilop accrual estimates
mid-June.

s Prior-year financial statement accruals in the amount of $796,868 were not reversed and
were reporied again in the 2006-07 financial siatements.

e« (O ten accrual fransactions totaling $8,803,183, five were not supported by invoices and
two were overstated, resulting in an overstatement of $1,905,741.

¢ Encumbrances totaling $157,081 were not supporied by adequate documentation.
Recommendations
institute a vear-end work plan with reasonabie deadiines that includes a review of accrual

fransactions and encumbrance balances for validity. Ensure proper disclosures are made in the
year-end slatemenis.
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OSPITAL §SSUES

As siated in the Background section of this report, the term hospitals is used when referring 1o
the five siate hospitais and two acute psychiatric programs. The acronyms below are used
when referring o each individual entity:

Atascadero State Hospital {ASH}

Coalinga Siate Mospital (CSH)

Metropolitan State Hospital (MSH)

Mapa Stale Hospiial (NSH)

Fatton State Hospital {PSH)

Salinas Valley Psychiatric Program at Salinas Valley Slate Prison (SVPP)
California Medical Facility in Vacaville (VPP)

8 & ® @ & @ @

Described below are control deficiencies identified during our review. Some issues ars
pervasive throughout all the hospitals while others are not (Refer to Appendix IV). In order o
promote consistency and standard operations at the hospitals, our recommendations shouid be
considered and implemented by all hospitals even though only certain hospitals are identified
with each issue. Implementation of a hospital peer review process would aiso be instrumenial
to ensure standardized application of policies and procedures, and increase communication and
coordination amaong the hospitals,

Hospital lssue 1) Inadequate Personnel Practices

Personnel practices at the hospitals are inadequate to ensure accurate aftendance records and
propriety of payroll, especially overtime. As evidenced by the conditions below, ithe hospitals
are highly susceptible to payroll fraud and abuse.

» ASH: Overtime worked is not always pre-approved as evidenced by iack of approved
overtime slips. For one employee, 20 overtime slips were not approved by a Unit
Supervisor and 8 were not pre-approved by the Supervisor. Consequently, suspected
fraudulent overtime claims were found by ASH but were not reporied to the Bursau of
State Audits {BSA) and Department of Finance. Also, timesheets for emplovees who
worked in more than one position are missing or lacked proper certification by the
employee or superviser. In addition, employees on alternate work schedules do not
mark the appropriaie box on the Absence and Additional Time Worked Report Form
(STD. 634) and do not indicate their regular day off.

e (CSH: Overtime is not pre-approved. Also, errors in processing pay were identified.
One emplovee is under investigation for fraudulent reporting.

« MSH: Employee attendance records, such as leave reguests and separation logs, are
not properly maintained. Employee salary overpayments result from untimely
processing of docked fime, reduced time schedules, and disability. Another condition
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exisis where two supervisors approved their own Monthly Attendance Reporis
(STD. 681).

NSH: Overtime is not properly certified. Forty-six daily overtime worked logs were
reviewed and none were ceriified by the Nursing Coordinator. In addition, five log
sheets were not certified by the Unit Supervisor and nine were not timely certified.
Currently, fraudulent claims for time not worked are under investigation; however, these
suspected fraud aciivities have not been reported {o BSA and the Department of
Finance. In addition, payroll processing errors were identified.

SVPP: Payroll processing errors result in multiple salary overpayments to employees.
For example, one employee has up to 7 accounts receivable balances totaling $10,447
due to a classification error. Another employee was given a salary advance including
payment of the above-the-minimum salary rate (HAM). It was later defermined that the
amployee was not entitled 1o the HAM.

I addition, proper exit ciearance procedures are not followed at ASH, CSH, NSH, and PSH.
Exit clearance forms are missing or incomplete and final timeshests are not always prepared or
signed. Exit documents should be completed, reviewed, and sighed to ensure that oulstanding
recelvables are cleared, final paychecks are accurate, and hospital property is returned.

Recommendaiions

To ensure adequate personnal practices:

&

&

Institute timekeeping procedures to ensure atiendance records are adegquately prepared,
certified, and retained for audit.

Require overiime be reviewed and pre-approved by a designated supervisor and second
level reviewer. The second level review shouild be performed outside the requesior’s
unit. For example, Central Staffing Services should perform a second review and
orovide final approval for level of care overlime requests. Ensure these reviews and

approvais are adequately documented in personnel records.

Conduct random overtime audits fo reduce fraud and abuse. If suspected fraud is
discovered, timely report the activity t¢ the appropriate parties.

Complete exit clearance procedures correcily and include ali pertinent documents 1 the
separated employes files.

institute payroli procedures to ensure correct classification of employees.

Hospital Issue 2: Acquisition Controls Need Improvement

The hospitals are not complying with state execution and approval requirements for purchases
and coniracts. Also, hospitals appear to be circumventing state contracting procedures by
spiitting contracts,
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Furchase and Confract Execution

&

ASH: Four medical contracts and eight purchase orders were prepared after services
were provided; howsver, no informaticn was available to indicate that these were
emergency contracis. In addition, purchase orders are not adeguaiely compleied or
ceriffied. Of 21 purchase orders tesied, all were not dated and 4 were not signed.

CSH: Medical contract amendmenis wers not timely execuied. Amendments were
initiated after the contract expiration date.

MSH: The contfract amount was amended without oblaining adequate approvals.

CSH, NSH, and PSH: Cal-Card purchases are paid without g pre-approved purchase
order. Cal-Card is 2 payment method, not a purchase anproval method.

L anguage Provisions

3

MSH: Contracts do not always clearly describe the contract’s scope or contain biliabie
hourly rates or specific service rates.

ASH and NSH: Coniracis do not always contain adequate budget detail. For example,
13 contracts at NSH include either an email attachment as the budget detail or only had
a lump sum amount in the contract.

Contract Processing

&

MSH: The list of contracts is incompiete and inaccurate. Additionally, confract files are
missing.

ASH, CSH, MSH, NSH, and P3H: When the combination of coniracts for the same
vendor exceeded the $10,000 or $50,000 thresholds, siate contracting procedures were
circumventad by splitting contracis. As such, opporiunities to take advaniage of
potential pricing discounts were lost. Moreover, the required number of bids was not
always obtained. The contract files lack evidence of bids or exemption from bidding.

Recommendsations

To strengthen aoquisition condrols:

&

Ensure payments are made with properly executed contracis and approved purchase
orders.

Begin the confract amendment process prior to the contract expiration date o ensure
adequate time to obtain the necessary approvais.

Inciude all the necessary informalion, such as a clear scope and adeguate budgst detail,
in all contracts.

Ensure coniract logs are accurate and complete.
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=« Document the bidding process and include the supporiing documentiation in the contract
and purchase order files.

« Combine confracts and purchases from the same vendor to avoid the appearance of
circumvention of state policies. For contracts over $10,000, follow the standard
agreement contract requirements. For contracts cver $50,000, obtain Department of
General Services {DGS) approval.

Hospital Issue 3: Ineffective Accounting and Oversight of Accounts Receivable

Significant controf weaknesses exist in the accounis receivable function. Inadequate controls
over accounis receivable have a negative impact on cash flow and DMH's ability to meet iis
obligations as they become due. Hospital procedures need improvement to ensure that
accounts receivable are adequately recorded and supported. Specifically:

&

ASH: The Due from Other Funds or Appropriations Receivable are not properly
cleared. In the Revolving Fund, we identified $145,918 listed as Due from the General
Fund even though ASH has been reimbursad by the State Controller’s Office (SCO).
Also, credit balances are not correctly recorded, promptly investigated, and closed.

CSH: Invoices for leases and coniracts are not prepared timsly or recarded. For
example, one lessee was not billed until two years after the due date.

MSH: Inadeguate documentation supports a $4,463 payroll receivable write-off
reguest.

NSH: Employee housing and vocational services receivable are not recorded.
PSiH: Receivable fransactions are not correctly recorded and credit balances are not

promptly investigated and closed. Also, tfransactions that had been cleared by the
SCO are not removed from the receivable ledger,

Lease agreements aiso need io be updated on a regular basis and forwarded {o the Accounting
Office for proper billing. The following issues were identified:

@

ASH: The Accounting Office doas not have complete copies of all the leases and
does not record or invoice for amounts due. Consequently, $11,335 in utilities from
two lessees was not billed and collected.

CSH: Invoices to lessees for rent ang services are not issued.
MSH: Operating costs for leases with two non-profit organizations may be potentially
under-recovered. The lease amounts for utiliffes, maintenance, and administrative

charges have not changed since 1992 for one lease and 1999 for the second lease.

NSH: Invoices are not issued monthly. Invoices include refroactive utility service
charges for up to five months.

Collection efforis, especially in the area of employee receivables, salary advances, and travel
advances, are not timely or consistently applied. In some instances, no collection efforts are
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made at all. As a resuli, hospital receivables totaling $763,874 may be uncollectible. As of
June 30, 2007, the fallowing accounts receivable balances are cutstanding for over 120 days:

ASH $ 59,116
CSH 55,754
MSH 191,712
NSH 167,613
PSH 261,668
SVPP 13,365
VPP 14.646
Total $ 763,874

Recommendations
To strengthen accounting and oversight of accounts receivable:
¢ Record accounts receivable timely and accurately.
« Review postings and the accounts receivable ledger for accuracy.
e  Apply coliection procedures promptly and systematically on delinguent accounts
receivable balances. Ensure all collection efforts are made and documenied 1o
substantiate receivable write-off requests.

s Write-off uncollectible accounts receivable.

« Update lease agreements on a regular basis 1o include current reimbursable operating
cosis. Obiain the necessary approvais from DGS or the Legisiature, if necessary.

Hospital Issue 4: Inadequate Safeguarding of Assels
Conirols are not in place {o ensure assels are safeguarded from fraud, waste, and abuse.
Numerous conditions exist that increase the risk of arrors, irregularities, and material

misstatemeants. Exampies inciude:

¢ The hospiials did not always have a record of staff authorized to approve internal
documents. Our revisw identified the following:

| Lack of Designation Over: | ASH | CSH | MSH | NSH | PSH | SVPP | VPP

Invoice Approval X X X X
Check Signing X
Acquisitions/Dispositions X % X P
Purchase Approval X
Contract Approval X

Cal-Card Approving Official X X

+ Inadequate separation of duties at the hospitals exisis. Refer to Appendix Hl for details
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¢ Inadeguals conirol over checks exisis. ASH, CSH, NSH, and VPP do not adeguately
safeguard the biank check stock, and/or checic signing machine, and signaiure plate. Al
ASH, CSH, and PSH, = record of undeliverable warrants is not maintained. At NSH, a
record of program staff authorized fo pickup salary warrants is not maintained.

Access o sysiems and applications are not restricted to those emplovees requiring access for
the performance of their duties. As such, incompatibilities exist over various DMH systems, For
the ONTRAC Froperiy inventory Database ai ASH, all warehouse personnei can add, deiete, or
modify property transactions. For the Trust Accounting Computerized Sysiem (TACS) and
CALSTARS, staff have access rights o these systems which are not required to perform their
duties:

# of Staf with Unnecessary Access

Hospital TACS CALSTARS
ASH 5° 2
CSH 5 3
MSH 4 3
NSH 5 8
PSH 0 4

Lastly, accountability over property, including the pharmacy, is weak. Adequate controls are not
in place io ensure effective asset identification, inveniory, and safeguarding. Thereiore,
misappropriation of assets can occur and remain undelected. For pharmaceutical drugs, each
hospitat typically spends $750,000 to $1 milion a month®. However, an inventory system for
non-controlied drugs is not maintained at the hospitals. Lack of an inventory system increases
the risk of fraud, waste, and abuse. For properly, physical inveniory, record keeping,
reconciliations, and surveys are niol properly compleied. Adequate property procedures are
needed {0 ensure proper safeguarding and reporiing. Specificatly:

e« ASH: The physical inventory is not reconciied io the General Ledger Fixed Assels
Account Group. Also, properiy is disposed prior to obtaining DGS approval, and
ceriificates of disposition are not always completed.

s« PSSk Agquisitions and dispositions are not properly recorded in the property ledger and
general ledger. Reconciliations are not properly prepared. Properiy dispositions are not
timely and surveyed properiy is removed from the property ledger prior to actual
disposition.

¢« CSH and NSH: Equipment received during 2008-07 totaling $180,843 and $146,454 for
CSH and NSH, respectively, are not timely capitalized in the general ledger and are
exciuded from the financial statements. In addition, the property ledger is not reconciled
to the general ledger.

« NSH and SVPP: The property ledger is incomplete, preventing a proper reconciliation to
the general ledger and identification of lost or stolen property.

' . . . . .

“ One of the five staff includes a canteen director who is an cutside vendor.

* This amount does not include costs incurred by the acute psychiatric care programs because those
costs are funded by CDCR.
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e ASH, MSH, N3H, and PSH: The Statement on Changes in General Fixed Assets is nol
reconciled o the DGS Siatewide Real Property Inventory amounts.

e  MSH, NSH, PSH, 8VPP, and VFP: Inventories are not conducted every three years.
Recommendations
To promote adequate safeguarding of assets:

e Maintain a documented sysiem of authorization and reassign incompatible duties io
achieve the required separation.

¢ Secure assels such as the blank check stock, the check signing machine key, and the
signature plate. Mainiain a record of undeliverable salary warrants and persons
authorized o pickup warranis.

« Resirict sysiem and appiication access rights to oniy those employees requiring it in the
performance of their job duties.

= Develop an inveniory system o safeguard pharmaceutical drugs.

s institute adequate inventory procedures, which should include the performance of
physical inventories.

e Ensure properiy acquisitions and dispositions are adequately prepared, approved, and
timely recorded in the property ledger and accounting records.

e Conduct quarterly fixed asset reconciliations and annual real property reconciliations.
Hospital Issue 5: Incomplete or Outdated Employee Housing Rental Agreemenis

Employee housing rental agreements are not always up-io-date or properly prepared. For
example, two ASH employees do not have properly executed rental agreements while six PSH
rental agreements do not state the monihly rent. At MSH, rental agreements are cuidated and
do not refiect the amount of rent charged 1o employees.

At MSH, renial agreements are not always properly prepared and do not include the monthiy
rent amount. Rent amounts are not always collected timely or in full; uncollected rent totals
$5,271. Fringe benefits are not always properly and timely reporied to the SCO. This includes
a potentially incorrect interpretation of the “Condition of Employment” provision resulting in
NSH's failure to report $14,505 in fringe benefits to the SCO.

Additionally, NSH waived three cleaning deposits without Hospital Administrator approval.
When the housing units are used for family visits or recruitment purposes, waivers of liability
from guests are not obtained.
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REecommendations
To improve management of employee housing rental agreements:

e« Ensure rental agreements are prepared, enforced, and include necassary terms, such as
rent amounis. Updale the rental agreemenis o ensure the appropriate rent is charged.

e Require all emplovees to pay the appropriate rent and cleaning deposits.
» Report fringe benefits correctly and timely to the SCO.

o Regquire waivers of liabilities from guests.
Hospital issue 6: Accounting Controls Need Improvement

Accounting controls over critical processes need improvement (o ensure that all disbursemenis
are properly approved, accurately recorded, and made only for allowabie purposes; cash
receipis are deposited timely; advances are only made when necessary; and bank accounts are
timely reconciled. Weak controls exist in the areas of cash disbursements, cash receipis,
Revaolving Fund, and bank reconciliation preparation.

Dishursemenis

¢ ASH, CSH, and NSH: CsakCard user account setup forms are not refained and
statement balances are paid without the appropriate Cai-card user and approving official
signatures.

« ASH: One employee allows another employee to use his Cal-Card. Also, the
Accounting Office pays invoices without evidence that the items are received and
accepiable.

e ASH, CSH, and NSH: Voyager Fleet Card invoices are not reviewed and compared to
receipts prior io payment.

e MSH: Gift card purchases for patients are allowed by M3H but the purchases are not
reviewed for propriety. Also, coniractor invoices did not always explain biliable hourly
rates.

s NSH: Checks are not posted to the accounting system on the same day they are
written.

Cash Recejpts
At NSH, posting of receipis to the cash receipis register is oniy done once a month. In addition,

collections totaling $108,035 at June 30, 2007 have not been posted to the general ledger and
are carried as a reconciling item on the bank reconciliation.
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Revolving Fund

@

NSH: Original forms are not maintained for numerous iravel and expense advances.
Also, salary advance documents do not always specify the reason for the advance and
are not independently reviewed or certified.

ASH and MSH: The specific reason for the advance is not always writlen on the salary
advance request form and amounts advanced are greater than the employee’s net
salary.

Bank Reconcifiations

Bank reconciliations are not properly prepared. For ASH, the bank reconciliation is not dated,
preventing a determination of timeliness. Further, there has been a $54,416 reconciling item

since Z005. At SVPPR, the bank and revolving fund reconciliations are not daied or signed by

the preparer of reviswer,

Recommendations

To ensure adequate accounting controls over critical processes:

&

Compare Cal-Card and Voyager Fleet Card charges to appropriate approvals and
supporting documentation before payments are made. Institule independeni reviews of
zll expendiiures, including gift card purchases, {¢ ensure accuracy, oropriety, and
evidence of receipt.

Ensure that only authorized employees use Cal-Card and Voyager Fleet Cards.
Update accounting records promptly by posting checks and cash receipts.

Maintain supporting documents for travel and salary advances, ensure that salary
advances do not exceed the employee’s net salary, and document the reason for the

advance,

Prepare reconciliations and include preparation dates and necessary signatures.
Promptly reconcile, investigate, and close any reconciling ltems.

Hospital lssue 71 Weak Controls over Trust Accounting

The fiduciary duty of the Trust Office is to ensure the fiscal integrity over trust accounting. Our
review Identified issues or weaknesses at the hospitals:

&

ASH: One patient's bank account, which is cutside the Siate Treasury System, s in
exceass of $100,000 and does not have approval from the Depariment of Finance, Fiscal
Systems and Consuiting Unit. Also, the Trust Office does not prepare a listing of the
checks routed to the programs for patient sighature. Lastly, the correct amount from
canteen lease rent revenue is not deposited into the Client Benefit Fund,
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CSH: The Client Benefit Fund balance of $2,600 is not recorded in the general ledger.
Also, addresses are not properly verified when mailing discharged patients’ monies or
property. Such items are released and mailed to addresses verified from a telephone
conversation and not a cerlified lefter. Lasily, profit and ioss statemenis are not
prepared and therefore the profitability of the canteen is unknown. Canteens are
required to operate on a nonprofit basis and any profits made, if any, shouid be
deposited in the Client Benefit Fund.

NSH: At June 30, 2007, the Client Benefit Fund, Vocational Services, and Special
Purpose Trust Accounts totaling $174,138 are not recorded in the general ledger.
Further, subsidiary records are not reconciled to the general ledger. In addition, the
Client Benefit Fund Commiltee has not developed or recommended an annual
expenditure plan for the special purpose frust accounts.

PSH: The Canteen Correctional Services' receipt for goods is not reviewed by the Trust
Office prior to debifing the patient’s account. There is the risk patient’s orders are
fraudulently placed. Also, written approval from patients is not obtained when
establishing savings accounts and automatic fransfers. Lastly, frust monies are not
always returned {o discharged patients or their beneficiaries. As of August 31, 2007,
trust funds for discharged patients totaled $84,421.

NSH and PSH: Personal checks and money orders deposited into patient accounis are
not always placed on hold for ten days prior to crediting to the account. Holding periods
are necessary 1o ensure the checks and money orders are valid.

ASH, MSH, and NSH: inactive special purpose frust accounis are not promplly closed
and liguidated. As a result, patients may not benefit from these funds.

ASH, CSH, and MSH: The frust reconciliations for ASH, CSH, and MSH had
unexplainad reconciling items of $2,558, $8,487, and $15,349, respectively.

Recommendations

To improve trust accounting practices:

@

Cbtain approval from Department of Finance, Fiscal Systems and Consulting Unit, for
bank accounts ouiside the State Treasury System.

Prepare a listing or transfer receipts for checks and money orders iransferred between
employees.

Record funds in the accounting records on a timely basis and perform recongciliations,
|dentify and timely clear reconciling iftems.

Post receipts to the Client Benefit Fund.
Review canieen charges for propriety prior to payment.

Obtain and document patient approvail prior to establishing other accounts or transferring
funds.
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o Timely remii discharged patient trust monies. Verify their addrasses via certified mail.

¢ Close inaclive special purpose trust accounts and develop an annual expenditure pian
for such trust accounis.

e Establish an adequate hold policy for checks and maoney orders received for patienis.
Hosgital issue 8: Financial Statement Preparation Needs Improvement

Certain hospitals reported incorrect gaccruals and encumbrances. As a result, the year-end
reporting process does not ensure the reliability of financial statements.

» ASH: A prior year payroll accrual of $1.5 million was not reversed in 2006-07 and was
re-reported.

« ASH and CSH: In 2006-07, encumbrances were overstated $3.5 million and $487,78%
at ASH and CSH, respectively, for pending operations in 2007-08.

s ASH, MSH, and NSH: Both ASH and MSH failed to accrue $2.9 and $3.5 million,
respectively, in salary increases related to the lawsuit Raiph Coleman, et al., vs.
Arnold Schwarzenegger ef al. NSH under-accrued these salary increases by
$3.2 million thereby understating expenditures and liabilities for 2006-07 financial
statements.

Hecommendation

Property report accrued expenditures in the year-end financial siatements.
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wt ONCLUSION

The Department of Finance, Office of State Audits and Evaluations {Finance), identified areas
where confrols are not in place or working as intended. Overall, the conirols at the California
Department of Mental Health (DMH) are weak and need improvemeni. Finance met with DMH
managament and staff to discuss opporiunities for enhancemenis to activities designed to
achieve DMH mission and goals. This report is intended o assist DMH management in
focusing attention on areas of risk, strengthening internal control, and improving operations.

This report meets DMM’s requirement to comply with the reporting provision of the Financial
Integrity and State Manager's Accountability Act of 1883, Government Code Section 13400,
et seq.
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Below is a compilation of the criteria used to develop each issue cited in our report.

HEADQUARTERS ISSUES

lssue 4 Fiscal integrity At Risk

&

State Administrative Manual (SAM) Section 8301 states that if a greater degree of
budgetary conirol is necessary, additiona! allotments, cther than those shown in the
Governcr's Budget, may be mainfained.

SAM Sections 8200 through 9244 provide guidelines on cost allocation and
documentation requirements.

SAM Section 6140 states that departments have the primary responsibility to operate
within budgeted levels and to comply with any restrictions or limitations enacled by the
Legislature, Further, Budget Act Conitrol Section 26 provides that infra-schedule
transfers within individual items of appropriation, whan necessary for the efficient and
cost effective implementation of the programs, may be made with the authorization of
the Director of Finance and proper notification to the legislature.

Government Code {GC} Section 13324 stales that persons who incur expendituras in
axcess of budget are liable.

SAM Section 20050 requires documentation of policies and procedures.

issue 2: Inadequats Cash Flow Management

&

GC 13403 states the elements of a satisfactory system of internal accounting and
administrative controls include personnel of a quality commensurate with their
responsibilities.

SAM Section 8776.2 states that an invoice will be prepared and sent cut as soon as
possible after the recognition of a claim.

SAM Section 8776.6 provides procedures and guidelings for the collection of receivables
and discharge of accountability of uncoliectible balances.

Sound cash management technigues require the State to minimize the number of days
that elapse between the disbursement of state funds for federal program purposes and
the receipt of federal reimbursing funds.

SAM Section 7920 states that each agency is responsible o complete any reconciliation
necessary io safeguard the State's assets and ensure reliable financial data.

OMB Circular A-87, Aftachment A, Section C provides guidelines on aliowable costs
inciuding the requirement for documentation. Aftachment A, Section £ provides that
direct costs include compensation of employees for the time devoted and identified
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speciically to the performance of those awards. Attachment B, Section 8h requires
charges 1o federal awards for salaries and wages be bassed on payrolls documenied in
accordance with generally accepted practices of the governmental unit and approved by
a responsible official(s) of the governmential unit. Where employees work on muitinle
activities or cost objectives, a distribution of their salaries or wages will be supporied by
personnel activity repors or equivalent documentation.

Welfare and instifutions Code Seclion 14684.1 (c) states the amount of Treatment
Authorization Appeal Review fees shall be calculaied and adjusted annually

issue 3: Reporting Structure of the Information Security Officer is Ineffective

[

SAM Section 4841.1 states that the Information Security Officer (ISO) is required o
oversee agency compliance with policies and procedures regarding the security of
information assets. The [SG must be directly responsible to the agency director for this
nurpose and be of a sufficiently high-level classification that he or she can exscuie the
responsibilities of the office in an independent manner.

SAM Section 4841.1 states that the Director must certify that the agency is in
compliance with state policy governing information technology (IT) security and risk
management by submitting the Risk Management Certification.

SAM Section 4841 requires an IT risk management program, inciuding a risk analysis
process (SAM Section 4842.1). The Statewide Information Management Manual
{SIMM} Section 05A requires this document be submitled annually by January 31.

SAM Section 4843.1 requires gach agency o maintain an Operational Recovery Plan
including the agency's plans for resuming operations following an unplanned disruption
of critical applications.

SAM Sections 4841.2 and 4841.3 requires each agency {o provide integrity and security
ensuring that each automated file or database is classified as public or confidential
information. Files and daisbases conizining sensitive and/or personal information
require special precauiions to prevent inaporopriate disciosure. When sensitive or
personal information is contained in public records, care must be taken to protect it from
inappropriate disclosura.

GC 13403 states an element of a satisfactory system of internal accounting and
administrative controls Is a plan that limits access to state gsseis o authorized
personnel who require these assets in the performance of their assigned duties.

SAM Section 4841.5 requires information owners {0 define precautions for controlling
access o and preserving the security and integrity of files and dala bases that have
been classified as requiring such precautions; and authorizing access to the information
in accordance with the classification of the information and the need for access {o the
information.

SAM Management Memo 06-12 regarding Protection of Information Assets provides
guidance on the security of information assets, including but not limited {o, elecironic and
paper.

SAM Section 8080.1 provides that programming should be separate from system
maintenance {maintaining records file) and reconciliation of input to output.
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lssue 4: Project Management Practices Do Not Meet Reguirements

&

GC Section 13403 states that elements of a satisfactory system of internal accounting
and administrative control includes esiablished practices to be foliowed in performance
of duties and functions.

SAM Section 4800 siates that each agency shall employ proven management
methodologies o guide and control the pianning, acquisition, development, operation,
maintenance, and evaluation of information management applications.

SAM Section 4819.31 requires each state agency to manage T projects following the
established IT Project Oversight Framework (SIMM Section 45) minimum requiremenis.

lssue 5: Inadequate Contract Development and Monitoring

&

California Department of Mental Health (DMH} Policy Birective 402 requires evaluation
panels 1o evaiuate sach proposal bid.

State Contracting Manual (SCM) Section 5.15 provides that where services are complex,
UNCoOmmon, of unigue, evaluation commitiees should be used io select the most
qualified bidder (secondary method).

SCM Section 7.30 provides that reimbursable contract budgets must inciude personal
service costs showing individual or position rates per unit of time, and fringe benefit
costs citing actual benefits or a percentage of personal services cosis among other
costs.

SCM Seciion 2.04 states that management of the contract must be builf into the contract
o facilitate measurement of achievement and measurement of contracior pericrmance
inciuding: identifying the deliverables and ensuring satisfactory delivery; monitoring
progress, especially for quality and performance deadlines; reviswing invoices for
contract compliance, accuracy, and prompt payment; and tracking deadlines and use of
funds.

SCM Section 9 lists the responsibilities of contract managers including monitoring of
contracts.

issue 6! Inadequate Safeguarding of Assets

L

&

GC Section 13403 siates the elements of a satisfactory system of internal accounting
and administrative controls include: a system of authorization and record keeping
procedures adeduate to provide effective accounting control over assets, liabilities,
revenues and expenditures; a plan of organization that provides segregation of duties
appropriate for proper safeguarding of stale assets; and an effective system of internal
review.

SAM Sections 1208 and 3507, and SCM Section Z2.08 state that authority 1o sign
purchase and contract documents is limited 1o those officers with statutory authority or
have been authorized in writing by one who has statutory authority. A written record of
employees authorized o enter into and sign contracts, purchase requisitions, efc. is also
requirad,

Criteria regarding separation of duties are stated in Appendix H: Separation of Duties.
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SAM Section 8082 requires the signature plate to be locked when not in use, in a secure
place with the key in the custody of the person authorized to sign checks.

SAM Section 8422 reguires invoices to be audited o ensure they comply with the
provision of purchase orders, contracts, and similar deccuments, and authority existed o

obtain the goods or services.

SAM Section 7908 requires the preparer's name, reviewer's name, date prepared, and
daie reviewed on all reconciliations.

SAM Section 26080 requires noftification in writing of actual or suspecied fraud and
irreguiarities to the Department of Finance and the Bureau of State Audits on the first
business day foliowing the aciual or suspected fraud, theft, or irregularity.

SAM Section 8650 requires recording of all properiy in a property accounting system
(e.g. property register) showing detailed information.

SAM Section 7924 provides for the reconciliation of acquisitions and dispositions of
capitalized property with the property regisier monthly or guarterty.

SAM Section 8652 requires a physical count of ail property and recongciiiation to the
accounting records at least once every three years.

Issug 7: Financial Statement Preparation Needs Improvement

&

SAM Section 8751 defines a contingent liability as an obligation relating to a past
transaction or event that may be payable in the future. A contingent liability exists when
it is only possible that the payment will be made. A statement of ali contingent fiabilities
and Habilities payable from a future appropriation will be prepared at year-end. These
tiabilities will be reported in Statement No. 22, Statement of Contingent Receivables and
Contingent Liabilities.

SAM Section 7980 states that agencies will establish apprepriate memorandum
accounts as a record of these liabilities.

SAM Section 7950 states that agencies prepare year-end reporis as soon after June 30
tc meet the required due dates and to estimate accruails with reascnable accuracy.

CALSTARS Procedures Manual, Volume 7, Chapter 1 suggesis mid-duneis a
reasonable daie to obtain accrual information from programs.

SAM Sections 10608 and 10609 provide the entries for accruing payables and reversing
payables in the new fiscal year. Further, SAM Section 10808 also requires a review of
alt encumbrances unliguidated as of June 30 for validity and accuracy.

HOSPITAL CRITERIA

Hospital Issue 1: Inadeguate Personnel Practices

&

SAM Section 8539 requires maintenance of complete records of attendance and
absences for each employee during each pay period. These records will be properly
certified. When individual ime records are maintained by employees, they will be signed
by both the employee and the employee's supervisor. Perscns cerdifving atiendance
reports cannot certify his/her own attendance report.
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SAM Section 8540 provides that compensation for overtime should be based upon prior
written approval signed by a designated supervisor, and authorized and issued in
accordance with bargaining unit agreements.

SAM Section 20080 requires notification in writing of aciual or suspecied fraud and
irregularities o the Department of Finance and the Bureau of State Audits on the first
business day following the actual or suspected fraud, theft, or irregularily.

SAM Section 8580.4 recommends that a check-out list aciknowledging the return of
state-owned items such as credit cards, keys, state records, and equipment be
completed for separating employees prior to the release of the final warrant. The check-
out list may alse include the verification from the office revolving fund staff that there are
no outstanding fravel or salary advances.

Hospital Issue 2: Acquisition Controls Need improvement

&

SCM Section 1.06 states that circumvention of required competitive bidding or confract
approval is unlawiul.

SCM Section 4.04 indicates the Department of General Services (DGS) approval is
requirad for contracis over $50,000, uniess otherwise exempied from the DGS.

SCM Section 2.05 provides that confracts must include a term for the performance or
completion of the contract to be valid.

SCM Section 7.30 provides that reimbursable contract budgets must include personal
service cosis showing individual or position rates per unit of time, and fringe benefit
costs citing actual benefits or a percentage of personal services costs among other
cosis.

Hospitat Issue 3: Ineffective Accounting and Oversight of Accounts Receivable

&

SAM Sections 8776.1 and 8776.2 provide guidance on the esiablishment of receivables
including standard entries. Further guidance is provided in SAM Section 10506.

SAM Sectlion 7814 states that when a receivables ledger is used, an account for each
debtor is debited when amounts become due and credited when payments are received.

SAM Section 10506 provides standard receivable entries and guidance on the
accouniing frealment of accounts receivable when billed, coliected, and cleared.

SAM Section 1323.1 states that the Director of DGS, with the consent of the siate
agency concemned, may lease siate-owned real property to others for a period not {o
exceed five years. Leases of state-owned property are recuired fo reflect fair market
rental, with ceriain exceptions.

SAM Sections 8776.6 and 8778.7 provide procedures for the timely and systematic
collection of employee and non-employee receivables and write-off procedures.

SAM Sections 8583.1 through 8593.3 provide guidance on the recovery of payroll
overpaymentis.

SAM Section 8116.3 provides guidance for timely recovery of travel advances.
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Hospital Issue 4; inadeguate Safeguarding of Assels

L]

&

SAM Section 20050 requires an effeciive internal review process.

SAM Sections 1208 and 3507, and SCM Section 2.06 state that suthority to sign
purchase and contract documents is limited 1o those officers with statutory authority or
have been authorized in writing by one who has statufory authority. A writlen record of
employees authorized to enter into and sign conifracts, purchase requisitions, efc. is also
required.

SAM Section 8041 staies that no person will sign checks until an authorization card
bearing his signature has been prepared and filad by the agency.

Criteria regarding separation of dutles are siated in Appendix II: Separation of Duties.

SAM Section 8041 states that agencies will keep check stock under strict conirof at ali
times and in accerdance with SAM Section 8080.

SAM 8081 reguires the check signing machine operator {0 lock the machine and remove
the key or keys whenever the machine is not in use.

SAM Section 8082 requires the signature plate {0 be locked when not in use, in a secure
place with the key in the cusiody of the person authorized to sign checks.

SAM Section 8580.5 reguires a2 written record of all undelivered warranis.

SAM Section 4841.5 requires information owners to define precautions for controling
access {0 and preserving the security and integrity of files and dala bases thaf have
been classified as reguiring such precautions; and authorizing access o the information
in accordance with the classification of the information and the need for access to the
information.

SAM Section 8080.1 provides that programming should be separate from system
maintenance (maintaining records file} and reconciiiation of input to output.

Best business practices provide that high cost susceptible lems need 1o be adequately
controlled.

SAM Section 8650 reguires recording of all property in a property accounting system
(e.g. property regisier) showing detailed information.

SAM Section 8652 recquires a physical count of all property and reconciliation o the
accounting records at lzast once every three years,

SAM Section 7924 provides for the reconciliation of acquisitions and dispositions of
capitalized property with the property register monthly or guarierly.

SAM Section 8640 provides that DGS must approve all property dispositions and
requires preparation and approval of property survey reports and timely disposition of
property. Further, items held in the suspense file more than 30 days must be reviewed
by an agency official to determine why the disposition has not been completed.

Hospital Issue 5: Incomplete or Outdated Emplovee Housing Kental Agresments

&

&

SCM Section 2.05 provides that contracts must include a term for the performance or
completion of the contract io be valid.

California Code of Regulations, Title 2, Division 1, Chapler 3, Subchapter 1, Article 3,
Section 599.646 delegates to state agencies administering rental schedule for employee
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housing the responsibility to apply rental rates in accordance with regulations and to
adjust the rates as required by changes in ags and cther factors.

e DMH Special Order No. 213.01 provides guidance on employee housing.

e State Controller's Office (3CO) Payroll Procedures Manual Section N-135 provides
guidance on housing and condition of employment requirements.

e« SAM Section 8572 provides guidance on the reporting of fringe benefits.
e SCO Payroll Letier #06-006 requires timely and accurate reporting of fringe benefits,

HMospital Issue 6: Accounting Controls Need Improvement

Disbursemenits
o SAM Section 20050 requires an effective internal review process.

« SAM Section 8422 requires invoices to be audited to ensure they comply with the
provision of purchase orders, contracts, and similar documents, and autharity existed 1o
obiain the goods or services.,

¢ SAM Section 8422 .20 states that the accounting officer will compare the stock received
report io the purchase order and invoice. If these documents are not available for
comparison, claims will not be filed for payment.

= SAM Section 4108 requires agencies to review gasoline credit card charges and montnily
billing statements in order to reduce unnscessary and improper charges. Further, if
requires agencies to pursue recovery of unauthorized charges.

Cash Recelpls

e Freferred accounting practices reguire that collections be recorded as soon as nossible,
nreferably on the date of receipt.

= SAM Section 8032.3 requires verification of deposits by the person supervising the
person deposiling cash.
s SAM Section 8032.1 states that accumuiaied receipts of any amount will not remain
undeposited for more than 10 working days.
Revolving Fund

o SAM Section 8110 states that the Revolving Fund may be used only, in accordance with
law, for payment of compensation earned, traveiing expenses, iraveling expense
advances, or where immediate payment is otherwise necessary (GC Section 16401).

e SAM Section 8595 states that payroll advances shall be issued for amounts as close as
nossible to the actual net payments which will be made by the SCO less cther amounts
due to the agency for advances, mainienance, efc.

Bank Reccnciliations

«  SAM Section 7908 requires the preparsr's name, reviewer's name, daie prepared, and
date reviewed on all recongiliations.

« SAM Section 7923 requires errors on the bank siatement io be correcied. The person
reconciling the bank statement will trace every reconciling item between the bank and
the agency's records and include an explanation on the reconciliation.
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@

SAM Section 8070 states that state officers and employess who receive and disburse
money will be held accountable for the money in their custody. They will be held
personally responsibie Tor any cash discrepancies.

Hospital Issue 7: Weak Controls over the Trust Accounting

@

L

-]

SAM Section 18462 nrovides the requiremenis for bank accounts for frust activities.
DM Special Order No. 216 providss guidance on canteen operations.

SAM Section 8021 requires the use of transfer receipis fo localize accouniability for cash
or negotiable instruments to a specific employee from the time of iis receipt to its
deposit.

SAM Section 19425.1 reguires unclaimed cash be remitted to the State Treasurer's
Office for deposit in the Unclaimed Property Fund one year after the death of the inmate.
SAM Section 19425.2 provides the same requirement but after seven years of the
sscape, discharge, or parole of inmates.

SAM Section 7823 requires errors on the bank statement {o be corrected. The person
reconciling the bank statement will frace every reconciling item between the bank and
the agency's records and include an explanation on the reconciliation.

Hospital issue 8: Financial Statement Preparation Needs improvement

&

SAM Section 7950 stales that agencies prepare year-end reports as soon after June 30
to mest the required due dates and to estimale accoruals with reasonable accuracy.

SAM Sections 10608 and 10809 provide the eniries for accruing pavables and reversing
pavables in the naw fiscal year. Further, SAM Section 10608 also requires a review of
all encumbrances unliquidated as of June 30 for validity and accuracy.
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A Key element in a system of internal control is separation of duties. The {able below
summarizes the incompatible separation of duties identified at headquarters and the hospitals.
Indusiry best practices and the State Administrative Manual were the criteria used to ideniify
conflicting duties. Refer to the legend below when analyzing the Segregation of Duties table.

LEGERND
Criteria Lol Conflicting Duty ddentifier i s
industry best practices recommends the approval, A = Approval
recordkeeping, and custody functions be separated. R = Recordkeeping
C = Custody

SAM Section 8080 states that no one person will perform
more than one of 7 types of duties.

1 = Receiving and depositing remittances

2 = Authorizing disbursements

3 = Preparing checks

4 = Operating a check signing machine”

5 = Comparing machine-signed checks with
authorizations and supporting documents {or signing
checks manuaily after personally comparing them
with authorizations and supporting documents)”

6 = Reconciling bank accounts and pasting the
Generaf Ledger or any subsidiary ledger affected by
cash transactions”

7 = Initiating or preparing invoice

* = Will not have access to or controt blank check
stock.

** = Checks will not be routed for mailing or
distribution through the person who authorized the
dishbursement or prepared the check.

SAM Section 8652 states inventories will not be
axclusively controlied by the custodian of the property
records; and the person in charge of the stockroom, if
one is used, will not be in charge of mainiaining the
inventory records nor the taking of physical inventories.

SAM Section 8652
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Conflicting

blank chack stock.

Hospital Issue Duties

: Genarat :

SVPP One stafl receives and depaosits cash receipts, has access o the blank check stock and 1,3%.67
prepares and distributes checks, and posts receipts and disbursement to subsidiary and
general isdgers.
Two staff approve purchases, sign checks, and contro! blank check stock. 5 AC

VPP One staff receives and deposits cash receipts, prepares checks, and posts checks io the 1.3,6
disbursement register.
One staff reconciles bank accounts and post to the general ledger, operates check signing g, 4*
machine, and controls blank check stock.

Cash Receipis

MSH One stafl receives and deposits cash receipts and posis receipts to the cash receipts 1.6
register.

NSH In the Trust Office, one staff receives cash receipts and posts to the cash receipts register. 1.8

Accounts Recelvable .

ASH CUne staff initates/prepares invoices, maintains the rents receivable ledger, prepares checks | 3,6, 7
for rent refunds, and prepares adiustmenis.

NSH Two staff iniiate/prepare Invoices and maintain the accounts raceivable ledger. &7
Another staff preparas invoices, receives paymenis, and maintains the receivable ledgers. 18,7

o Dishursements

HQ One siaff prepares and distributes checks, and has control over the biank check stock. This ; 1, 3,67
staff is also responsibie for cashiering duties including receiving, posting, and deposiing of
cash receipts.
DOne staff prepares checks, reconciles the revolving fund and bank account, and posis io
the disbursement register and general ledger. 3,6
One staff prepares and distributes checks, and posts (o the disbursements register. 3
Cne staff operates the check signing machineg, has access 1o blank check stock, and 4*
distributes checks.

ASH Ones staff prepares checks, posts disbursement to the general ledger, and controls the blank | 3,67
check stack.
in the Trust Office, two staff prepare checks, have access to TACS for posting, and have 3,687
access 1o the blank check stock.

CSH Cne staff prepares checks and distributes them, posts 1o the cash dishursemenis register, | 3™, 6%
and has access to blank check stock.
One staff signs checks and controls blank check stock. 5*
One staff prepares the bank reconciliation and has access to the blank check stock. Alsg, 5" 7
this staff initiates invoices and posts receivable transactions to the receivables register.
One staff operates the check signing machine and has access to the blank check stock. 1,4*
The staff also deposits checks.
in the Trust Cffice, one staff receives cash receipis, posis receipts and disbursements, and | 1,67
controls the blank check stock.
In the Trust Office, one staff operates the check signing machine and has access to the 4*
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Conflicting
Hospital fssue Duties
Disburzements {continued)
MSH One stafl has custody of gift cards, makes the purchases, and keeps the expenditure ARC
records such as receipts.
One staff prepares disbursement requests and checks, controls the blank check stock, and | 3, 67
prepares the bank reconciliation.
in the Trust Office, one staff authorizes disbursement requests for Medicare Part B and D ARC
premiums, prepares the dishursement requesis, and reviews and mails the signed checks.
NSH One staff prepares checks, pests to the disbursements ledger, and has access to the blank | 3,687
check stock.
Two staff prepare and distribute checks. 3
In the Trust Office, five staff operate the check signing machine and have access to blank 3,476
check stock. Three of the siaff alse post o the disbursements register and one of the thres
prepares checks,
PSH Three staff sign checks and have access to the blank check stock. 5*
Four staff prepare checks and distribute them. 3
Fixed Assels
ASH | Alt warehouse personnel maintain the property ledger file {ONTRAC) and conduct .G
inventory.
MNSH One staff has property custody duties, mainiains the property subsidiary ledger, and SAM Section
reconciles the property ledger to the gensral ledger. 8652
HQ, CSH, Property controllers have custody of property and recordkeeping duties. SAM Section
MSH, PSH 8652
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PPENDIX EEE

OSPITAL DJEST ™ RACTICES

During the course aof our review, we identified best practices at the hospitals. This compilation
of best praclices was notl tested or evaluatsd in detail and is provided for informational purposes
onty. Additional analysis is reguired io validate the effectiveness and efficiency of these

praclices.
Hospital | Procedures Description
Disbursemenis
ASH Medicare Fart B and D ASH has designed an in-house database 1o track patients with Medicare Part
Patient Database B and D premium paymenis. In addition, ASH has an in-house program that
wilt initially determine i the patient will qualify for Medicare Part D Insurance.

CSH Cuipatient Medical Bills Prior {o processing pavment, accounting staff verifies that a contract exists,
and services were rendered by tracing the date of service o the outside
schedule prepared by the medical clinic or the emergency services log
prepared by the utifization review nurses.

PSH Medicare Part B Premium | Medicare Part B payment is set up electronically with the Center for Medicare

Payment and Madicaid Services. This alows PSH {o effective pay the premium for
patients with Medicare Part B.
Trust

ASH Heturn of Patient Monies ASH has a Recelving and Release (R&R) Department thal notifies the Trust

upon Discharge Office when & patlent is discharged. This allows the Trust Office to return
monies to patients upon discharge.

CSH and Canteen/Patient Accounts | To ensure that the MSH patients are only charged for what they ordered

MSH through the Canteen Services, receipts are traced through the order and
vendor invoice on a sample basis prior to debiting the patient’s account. Both
CSH and MSH provide monthly account statements {listing their deposits and
withdrawals) to patients.

Acquisitions

AGH Employes Housing Housing Agreement Forms contain moest of the agreement elements as
required by the Special Order, and ASH charges a security {cleaning) deposit.

PSH Contracts and Purchasing | Desk procedures are well written, easily understood, and help expedite

Desk Procedures training.

PSH Total Package Aliows purchase orders o De prepared and fracked in one database
electronically. The database includes inventory tracking and reporting
capabilifies.

PSH Cal-Card Program Provides ongoing training 1o users {both US Bank and in house procedures)

e Personnel
AGH Personnel Specialist ASH keeps approximately 5 large binders full of step by step procedues,
Desk Procedures memos, etc, filed by topic, which cover most transactions.

ASH Travel Advances Only 80 percent of the fotal travel expense costs are advanced to ensure that
a Trave! Expense Claim will be submitted timely.

ASH Time Reporting — more Requires all staff who work more than one position to complete a timesheet to

than one position increase accountability.

ASH Real Time Removal of An internal program allows the Personnal and Hospital Police Department 1o

Exiting Staff disable exiting staff access to the facility as well as the computer network on a
real time basis.

NEH Staff Termination MSH has the most comprehensive employee separation forms.

MNSH Media Usage for Human resources has a video on s website with leve! of care staff

Recruitment emphasizing job satisfaciion tc atiract new candidates.
ASH and Payroll Audits ASH conducts random overtime audits to uncover potential abuse and fraud.
SVPP SVPP requests HQ Personnel to conduct a review of salaries and overtime.
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No. issue [ ASH | CSH | MSH | NSH | PSH | SVPP | VPP

Personnel
1 | Inadequate attendance records and . R . R .
improper payroll, including cvertime
1 1 Inadequate emplovee separation - N o °
process
Acquisitions
Purchase and contract exacution o & @ & @
Contract language provisions ® & &
Caontract processing @ & ® & @

Accounts Recsivable

3 | Unrecorded or unsupported

accounts receivable & @ ® & &
3 | Lease accounts receivables need
improvement # ® ® #

3 | inadequate collection efforts P % ® & @ @ @

Safequarding of Asseis

4 | Inadequaie approval delegation @ s e & & ® ®
4 | Inadequate separation of duties * & @ & & @ ®
4 | Inadequate conirols over checks & & ® ® &
4 | Inadequate access right {o system
. . & -] & & @
applications
4 | Inadeguate inventory controis in
3 & & 3 &
pharmacy
4 | Cordrols over property nead
. & @ & & @ @ &
mprovement

Employes MHousing

5 | Inadequate employese housing

el . " @b & L] @
rental agreemeins

Aooourding Controls

&

%r_sadec;uate controls aver N s a N o
disbursements

& | Centrols over cash receipts are

@ & 3
weak
1 1 -
8 | Controls over Revolving Fund are o o &
weak
g | Bank reconciliations procedures - ®
need improvement
Trust Accounding
7 | Controls over trust accounting
. & [::] @ & &
could be improved
Financial Reporting
8 | Inadequate accruals and § 1 ’
& & @ g

encumbrances i i ‘
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1600 ik Sweet, Sucramenin, CA 95514

{(¥15) 654-23{%

Ms. Janat | Rosman, CPA, CGFM
Acting Cirmg Office of State Audits and Evaluations
Calnom ja Deparzmﬂnf of Finance

iR {"&f\.A

; i}
-{!HI E k’"‘lTﬁ“! B
T \.,»L,:].thu’ Y

L

tod [ AR
Sacramento, CA 85814

Dear Ms. Rosman:

The Department of Mental Health is in receipl of your January 2008 report, "Finai
Review -- California Departmeant of Mental Health — Internal Controls.” We would like to
" compliment your staff for a professional approach o this project, and their effective
communication and collaboration with our management throughout the review,

This mpﬂﬁ supports cur new management team’s continuing initiatives and focus on
pravention and mitigation of financial and administrative risks through enhanced internal
controls, rigorous program assessment, and performance measurement tools and
activities. We continue to utilize your Supervising Auditors to implement Control Salf
Assessment (CSA) and other management evaluation and reporting tools that will help
us continue improvements to our program, fiscal, information technology, and
administrative operations.

We recognize and appmciate that this review was large in scope and comprehensive
regard to our flundamental internal controis in our Headguarters, five State Hospitals,
and two Psychiatric Programs. Intotal, the 15 Issues and 75 Recommendations will be
monitored and implemented through a Corrective Action Plan that we will devalop and
provide to your oifice by March 3, 2005,

During cur management team’s evaluation and consideration of the issues and
racommendations, there were several poinits we determined should be communicated in

response, including:
s Your efforts to appendix "Hospitai Best Practices” is appreciated as we will be

icoking to implement system-wide reforms that will improve the adminisirative
services to better serve all of our individuals in these care and freatment facilities:
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Denarimeant of M Wz;i 1} Haalth — Internal Controls
Ind

California
January 22, 2008
& The appendix which breaks out issues by Hospitals is very heipful in our
collaborative efforts 1o manage th ori‘ecﬁo; and issues specifically at each
location, as well as a system-wids ‘u,oﬁ,

#  We will identify in our Corrective Action Plan many of these issues which have
been immediately correcied to effectively reduce the inlermnal controf risk;

® A3 your review ideniifies issues at a certain place and time during the process,
t to make you aware that we have made crganizational changes to

he reporting relationship of the Information Security Officer to the
t

D g A
Chief Cou naeﬁ Our lead atforney reports to the Director, and we betieve that thi
: Administrative Manua! (SAM) Section 4841.1 requirements; and

e As your report indicates, this evaluation will also serve o aatzs‘y our Financial
integrity and State Management Accountability Ac‘[ (FISMA) provisions pe
Government Code Section 13400 et seq.

iew of ol adminisirztive and fiscal system Int:
appreciativae of your continued support to help us
accountability, effectivensss, and efficiencies of o
professionalism and expertise provided by your siaff,

On behalf of the California Departmant of Mental ife fth, Lhark you for this important
g ntermnal Controls, We ars also
‘u’“ e the management,

depariment through the

(ot
._,
:
i

m
Lr

Sincerely,

Original signed by

STEPHEN WVAMAYBERG, Rh.D.
Director

s of Novernber 2007, the Information Security Officer reports o my





